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METHOD AND DISTRIBUTED LEDGER 
SYSTEM FOR SUPPORTING IDENTITY 
MANAGEMENT OF TRAVELERS IN AN 

AIRPORT 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

[ 0001 ] This application is a U.S. National Phase applica 
tion under 35 U.S.C. § 371 of International Application No. 
PCT / EP2019 / 072530 , filed on Aug. 22 , 2019 , and claims 
benefit to European Patent Application No. EP 19165870.7 , 
filed on Mar. 28 , 2019. The International Application was 
published in English on Oct. 1 , 2020 , as WO 2020/192948 
A1 under PCT Article 21 ( 2 ) . 

FIELD 

[ 0002 ] The present disclosure relates to a method for 
supporting identity management of travelers in an airport 
using a distributed ledger system . Furthermore , the present 
disclosure relates to a distributed ledger system for support 
ing identity management of travelers in an airport . 

BACKGROUND 

at an airport is a series of identity checks that , while being 
vital to ensure the other passengers ' safety , always comprise 
showing a valid ID and a valid flight ticket . 
[ 0006 ] A possible solution to the problem would be for 
each checkpoint to share the outcome of their identity 
verification . Unfortunately , this is not feasible in practice , 
because of the many third parties that participate in the 
airport security process . Namely , they are independent orga 
nizations that are not willing to share their data with other 
organizations . In a typical airport , airlines handle travelers ' 
check - ins and baggage drop , airport security carries out 
cabin baggage inspection , governments manage border con 
trol checks , and finally airlines take over again to handle the 
boarding process . This process is mirrored when travelers 
reach their destination airport . 
[ 0007 ] All the aforementioned organizations are tasked 
with the storage of travelers ' identity information . In the 
case of governments , additional information may be present , 
such as criminal records . The reluctance , then , of organiza 
tions to share their databases of travelers ' information with 
other parties is understandable , but it opens the door to a host 
of inefficiencies ( e.g. , human errors , inconsistent informa 
tion ) that may lead to security issues . 
[ 0008 ] Airlines are aware of the lengthy process that their 
passengers have to go through . Indeed , they offer an “ online 
check - in ” option to speed things up for those travelers that 
have only cabin baggage . However , these customers can 
thus skip only the first step of the chain of security checks . 
Therefore , the handling at the airport is still inefficient and 
cumbersome for the travelers . 
[ 0009 ] The non - patent literature of WORLD ECONOMIC 
FORUM : “ The Known Traveller : Unlocking the potential of 
digital identity for secure and seamless travel ” , January 
2018 , deals with solutions for supporting a seamless travel 
for a traveler at the airport . The document describes a 
method about the known traveler digital identity for secure 
and seamless travel , wherein the method can use a block 
chain mechanism for achieving a more secure and seamless 
traveler journey . However , the known method has all sys 
tem's entities join a single blockchain and , hence , does not 
address the problem according to which these stakeholders 
are not interested in joining their own databases in a single 
blockchain database together with all individual member 
hosts / entities participating in the blockchain . This cause 
major issues . With regard to scalability , for example , a 
system where its participants / entities are all using the same 
blockchain would not scale . Further , with regard to privacy , 
it is very hard and intricate to share data in a private manner 
if everyone is on the same blockchain . 

[ 0003 ] Airports are very complex systems through which 
millions of people travel every day . Their complexity has 
reached a point where a traveler can hardly understand what 
is going on behind the scenes . What seems a straightforward 
workflow - drop your luggage at check - in counter , go 
through metal detectors , board the plane , disembark , retrieve 
your luggage — is in reality made possible by many pro 
cesses working in unison to make it all happen . One such 
process is identity management . Indeed , the identity of every 
passenger / traveler has to be verified in order to ensure that 
the traveler is not dangerous , and that the traveler really is 
who he claims to be . Therefore , at each checkpoint , the 
traveler has to show some valid ID ( e.g. , a passport ) , a valid 
ticket , and possibly a valid entry visa if the country of 
destination requires one ( e.g. , ESTA : Electronic System for 
Travel Authorization ) . 
[ 0004 ] Identity management is a challenging task , even 
more so when it involves multiple parties that do not trust 
each other and therefore do not share their databases . The 
immediate consequence is that travelers ' identities are veri 
fied at each checkpoint . This lack of efficiency not only costs 
time and money , it also reduces the security guarantees that 
an airport can provide , because of human errors and data 
base inconsistencies . Databases managed by different orga 
nizations will most likely have some divergence , because 
they are not synchronized , and the lack of synchronicity can 
lead to failing to detect potential threats . The ever - rising 
costs of security are also a factor that must be taken into 
account . Indeed , as may be obtained from the non - patent 
literature of Gillen and W. G. Morrison , “ Aviation security : 
Costing , pricing , finance and performance ” , Journal of Air 
Transport Management , vol . 48 , pp . 1-12 , 2015 , the US 
government funding for Transportation Security Agency 
( TSA ) reached almost 8 billion in 2013 from 2.2 billion in 
2002 . 
[ 0005 ] Airport security is a complex process that requires 
travelers to go through multiple checkpoints that require 
identity verification . In most cases , travelers already give 
their identity information when they buy a ticket via the 
airline's website . What commences upon a traveler's arrival 

a 

SUMMARY 
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[ 0010 ] In an embodiment , the present disclosure provides 
a method for supporting identity management of travelers in 
an airport using a distributed ledger system . The distributed 
ledger system including a global identity blockchain and 
several security blockchains . The global identity blockchain 
is accessible by entities of the distributed ledger system . A 
respective security blockchain of the several security block 
chains is employed for a predetermined flight segment . The 
respective security blockchain is accessible only by entities 
of the distributed ledger system that are involved in the 
predetermined flight segment . The method includes receiv 
ing , by the global identity blockchain , a registration request 
from a traveler via a traveler device . The registration request 
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includes a commitment for identity data that is uploaded by 
the traveler in a secure cloud storage . The method further 
includes recording the commitment in the global identity 
blockchain , receiving , by the global identity blockchain , a 
result of an identity verification with respect to the traveler 
from a verifier entity , recording the result in the global 
identity blockchain , and receiving , by the respective security 
blockchain , a ticket registration transaction issued by an 
airline entity . The ticket registration transaction comprises a 
unique traveler ID of the traveler . The method further 
includes issuing , by the respective security blockchain , an 
access control list update upon reception of consent by the 
traveler in order to allow one or more entities to have access 
to the identity data of the traveler stored in the secure cloud 
storage . 

a 

BRIEF DESCRIPTION OF THE DRAWINGS 

a 

a 

[ 0011 ] Subject matter of the present disclosure will be 
described in even greater detail below based on the exem 
plary figures . All features described and / or illustrated herein 
can be used alone or combined in different combinations . 
The features and advantages of various embodiments will 
become apparent by reading the following detailed descrip 
tion with reference to the attached drawings , which illustrate 
the following : 
[ 0012 ] FIG . 1 is a schematic view illustrating an overview 
of an architecture of a method or a system in accordance 
with an embodiment , 
[ 0013 ] FIG . 2 is a schematic view illustrating a registra 
tion process of a traveler in accordance with an embodiment , 
[ 0014 ] FIG . 3 is a schematic view illustrating a traveler's 
identity validation process in accordance with an embodi 
ment , 
[ 0015 ) FIG . 4 is a schematic view illustrating a traveler's 
face biometric verification process in accordance with an 
embodiment , 
[ 0016 ] FIG . 5 is a schematic view illustrating a ticket 
purchase process in accordance with an embodiment , 
[ 0017 ] FIG . 6 is a schematic view illustrating an online 
check - in and pre - screening process in accordance with an 
embodiment , 
[ 0018 ] FIG . 7 is a schematic view illustrating a creation of 
a travelers gallery in accordance with an embodiment , and 
[ 0019 ] FIG . 8 is a schematic view illustrating an overview 
of an architecture of a method or a system in accordance 
with an embodiment . 

receiving , by the global identity blockchain , a registration 
request from a traveler via a traveler device , wherein the 
registration request includes a commitment for identity data 
that is uploaded by the traveler in a secure cloud storage , and 
wherein said commitment is recorded in the global identity 
blockchain , receiving , by the global identity blockchain , a 
result of an identity verification with respect to the traveler 
from a verifier entity , wherein said result is recorded in the 
global identity blockchain , receiving , by the security block 
chain , a ticket registration transaction that is issued by an 
airline entity , wherein the ticket registration transaction 
comprise a unique traveler ID of the traveler , and issuing , by 
the security blockchain , an access control list update upon 
reception of consent by the traveler in order to allow one or 
more entities to have access to the identity data of the 
traveler stored in the secure cloud storage . 
[ 0022 ] Furthermore , a distributed ledger system is pro 
vided for supporting identity management of travelers in an 
airport , wherein the distributed ledger system comprises 
several entities that are interconnected via blockchain tech 
nology , wherein the distributed ledger system includes a 
global identity blockchain and several security blockchains , 
wherein the global identity blockchain is configured to be 
accessible by entities of the distributed ledger system , 
wherein a security blockchain is configured to be employed 
for a predetermined flight segment , such that the security 
blockchain is accessible only by entities of the distributed 
ledger system that are involved in the predetermined flight 
segment , wherein the global identity blockchain is config 
ured to receive a registration request from a traveler via a 
traveler device , wherein the registration request includes a 
commitment for identity data that is uploaded by the traveler 
in a secure cloud storage , and wherein said commitment is 
recorded in the global identity blockchain , wherein the 
global identity blockchain is configured to receive a result of 
an identity verification with respect to the traveler from a 
verifier entity , wherein said result is recorded in the global 
identity blockchain , wherein the security blockchain is con 
figured to receive a ticket registration transaction that is 
issued by an airline entity , wherein the ticket registration 
transaction comprise a unique traveler ID of the traveler , and 
wherein the security blockchain is configured to issue an 
access control list update upon reception of consent by the 
traveler in order to allow one or more entities to have access 
to the identity data of the traveler stored in the secure cloud 
storage . 
[ 0023 ] According to the present disclosure , it has first 
been recognized that an enormous improvement with regard 
to the efficiency of travelers ' identities verification can be 
achieved by leveraging blockchain technology between 
main entities / participants of the air travel security . Accord 
ing to the disclosure , a distributed ledger system is used , 
wherein the distributed ledger system includes a global 
identity blockchain and several security blockchains . The 
global identity blockchain is accessible by all entities / 
participants of the distributed ledger system . With regard to 
the security blockchains , a security blockchain is employed 
for a predetermined flight segment , wherein the security 
blockchain is accessible only by entities that are involved in 
the predetermined flight segment . Taken this configuration 
into consideration , the blockchains are configured and 
employed as follows : The global identity blockchain is 
configured to receive a registration request from a traveler 
via a traveler device . The registration request includes a 

a 

DETAILED DESCRIPTION 

[ 0020 ] The present disclosure provides an improved and 
further developed method for supporting identity manage 
ment of travelers in an airport in such a way that the 
efficiency of airport security processes is improved . 
[ 0021 ] In accordance with the present disclosure , a 
method is provided for supporting identity management of 
travelers in an airport using a distributed ledger system , 
wherein the distributed ledger system includes a global 
identity blockchain and several security blockchains , 
wherein the global identity blockchain is accessible by 
entities of the distributed ledger system , and wherein a 
security blockchain is employed for a predetermined flight 
segment , such that the security blockchain is accessible only 
by entities of the distributed ledger system that are involved 
in the predetermined flight segment . The method includes 
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commitment for identity data of the traveler that is uploaded 
by the traveler in a secure cloud storage . The commitment is 
stored on the global identity blockchain . The global identity 
blockchain is further configured to receive a result of an 
identity verification with respect to the traveler from a 
verifier entity , wherein the result is also stored on the global 
identity blockchain . The security blockchain is configured to 
receive a ticket registration transaction that is issued by an 
airline entity , wherein the ticket registration transaction 
comprises a unique traveler ID of the traveler . The security 
blockchain is further configured to issue an access control 
list ( ACL ) update upon reception of consent by the traveler 
in order to allow one or more entities to have access to the 
identity data of the traveler stored in the secure cloud 
storage . 
[ 0024 ] Thus , embodiments of the present disclosure pro 
vide a new smart airport procedure that improves the effi 
ciency of travelers ’ identities verification . In this regard , the 
outcome of embodiments may be twofold : 

[ 0025 ] i ) to improve the security of airports by sharing 
important data on travelers between the different orga 
nizations / entities involved in the process ; 

[ 0026 ] ii ) to reduce the time it takes for travelers 
between arrivals at the airport until boarding the plane . 

[ 0027 ] Furthermore , it is mentioned that the steps of a 
method may be performed in different order . In other words , 
various sequences of the method steps and / or repetitions of 
the steps may be possible . 
[ 0028 ] Embodiments leverage the blockchain for data 
sharing and biometric devices for faster travelers ' identifi 
cation . Hence , embodiments enable seamless travel experi 
ence for passengers / travelers in airports while tightening 
security and enabling quick information sharing between 
agencies . 
[ 0029 ] The terms " entity ” , “ verifier entity ” , “ airline 
entity ” , “ airport entity ” and “ immigration department 
entity ” refer in particular in the claims , preferably in the 
specification , each to a device adapted to perform computing 
like a personal computer , a tablet , a mobile phone , a server , 
or the like and comprises one or more processors having one 
or more cores and may be connectable to a memory for 
storing one or more applications which is / are adapted to 
perform corresponding steps of one or more of the embodi 
ments . Any application may be software - based and / or hard 
ware - based installed in the memory on which the processor 
( s ) can work on . The devices , entities or the like may be 
adapted in such a way that the corresponding steps to be 
computed are performed in an optimized way . For instance 
different steps may be performed in parallel with a single 
processor on different of its cores . Further the entities may 
be identical forming a single computing device . The device 
or devices may also be instantiated as a virtual device 
running on a physical computing resource . Different devices 
may therefore be executed on said physical computing 
resource . In other words the above mentioned terms of 
" entity ” are each to be understood as any kind of physical or 
virtual computing entity or computing entities and may 
include , but are not limited to the following : an application 
running on a computer , a microprocessor , a single , dual , 
quad or octa - core processor or processors or the like or a 
computer , processor , or the like with a memory . Said appli 
cation , computer or processor may have one or more inter 
faces , ports or the like for communication with other 
devices , entities , ports , interfaces or the like . 

[ 0030 ] The term “ transaction ” is to be understood in the 
most general sense and refers in particular in the claims , 
preferably in the specification to information sent or trans 
mitted into the network , e.g. to nodes connected to the node 
sending said transaction . Said transaction may be provided 
in form of a message , a data packet or the like and may 
comprise information for the recipients of said transaction . 
[ 0031 ] The term “ blockchain ” may be understood , in 
particular in the claims , preferably in the description as a 
distributed database maintaining a continuously growing list 
of data records that are hardened against tampering and 
revision even by operators of the data storing nodes hosting 
database . A blockchain comprises for example two kinds of 
records : so - called transactions and so - called blocks . Trans 
actions may be the actual data to be stored in the blockchain 
and blocks may be records confirming when and in what 
sequence certain transactions became journaled as a part of 
the blockchain database . Transactions may be created by 
participants and blocks may be created by users who may 
use specialized software or equipment designed specifically 
to create blocks . The term “ blockchain ” is e.g. identical to 
the Bitcoin blockchain as a digital currency was introduced 
in 2008 . 
[ 0032 ] According to embodiments , a security blockchain 
may rely on the global identity blockchain for the manage 
ment of the travelers ’ identity : travelers are only required to 
register once on the global identity blockchain . Then , e.g. 
upon a ticket registration transaction , a security chain can 
retrieve the traveler's registration from the global identity 
chain in order to ensure that the traveler ID is a correct ID 
and to retrieve the public key of said traveler for further 
verification of traveler's signatures . Different security chains 
may also exchange information through asset transfer , for 
example , as described in the non - patent literature of Li , A. 
Sforzin , S. Fedorov and G. O. Karame , “ Towards scalable 
and private industrial blockchains ” in Proceedings of the 
ACM Workshop on Blockchain , Cryptocurrencies and Con 
tracts , 2017. Further , it may be provided that this can also be 
used to share data from a security chain to the global identity 
chain . 
[ 0033 ] According to embodiments , the ticket registration 
transaction may comprise time information about the period 
in which the traveler is traveling . Thus , the traveler's time of 
journey may be provided and considered in data processing 
steps for embodiments . For example , the time of journey 
may be employed for implementing time - dependent access 
to the identity data and / or ticket data of the traveler , which 
is uploaded and stored in the secure cloud storage . 
[ 0034 ] According to embodiments , the ticket registration 
transaction may include a consent information of the traveler 
with respect to the usage of the traveler's data that is stored 
in the secure cloud storage , such that potential data privacy 
issues may be avoided . The traveler's data stored in the 
secure cloud storage may include but not limited to uploaded 
identity data or purchased flight tickets . 
[ 0035 ] According to embodiments , it may be provided that 
the secure cloud storage may comprise one or more cloud 
databases . The secure cloud storage solution can includes 
multiple cloud storage providers , such as , e.g. , AWS , Azure , 
Google Cloud , and NEC Cloud . The cloud services used by 
the cloud storage may provide an Access Control List ( ACL ) 
for each file that contains the list of entities of the distributed 
ledger system and / or of further third parties that are allowed 
to read it . According to the embodiment , all cloud services 
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may have access to a blockchain client that is connected to 
the different security blockchains , which , upon instruction to 
do so from those chain , grants access to the entities of the 
distributed ledger system and / or further third parties to the 
data of the users / travelers . This process is expected to be 
automatized . The traveler's consent with respect to the usage 
of his data stored in the secure cloud storage may be 
received by the security blockchain via signaling messages 
and / or one or more transactions . Upon reception of travel 
er's consent , the security blockchain can issue an access 
control list update to the cloud services . 
[ 0036 ] According to embodiments , the identity data may 
comprise a passport of the traveler and biometric data of the 
traveler . Thus , passport and biometric data are uploaded by 
the traveler in a secure cloud storage during the registration 
process . Due to the biometric data , the identity of the 
traveler can be verified using unique personal physical 
characteristics of the traveler . For example , the biometric 
data may comprise face biometric data of the traveler . 
Furthermore , e.g. , the biometric data may include a finger 
print of the traveler . The biometric data can be provided in 
the form of a picture ( image ) , which is uploaded in the 
secure cloud storage . 
[ 0037 ] According to embodiments , the identity verifica 
tion may include performing a passport validation , wherein 
the traveler grants a verifier entity access to the passport that 
is stored in the secure cloud storage . The verifier entity 
checks authenticity and validity of the stored passport , and 
issues a passport validation transaction to the global identity 
blockchain , if the passport validation succeeds . Thus , the 
outcome of the passport validation may efficiently consid 
ered and used by other entities without the need of perform 
ing another validation . 
[ 0038 ] According to embodiments , it may be provided that 
a verifier entity is able to read - only the traveler's identity 
data in the secure cloud storage in order to prevent sensitive 
data leakage . 
[ 0039 ] According to embodiments , a matching engine 
may be provided , wherein the matching engine has access to 
biometric data of travelers that is stored in the secure cloud 
storage . The matching engine is configured to carry out 
biometric matching upon request by an entity of the distrib 
uted ledger system . Thus , it may be provided that the 
biometric data such as face biometrics will be stored on each 
traveler's secure cloud storage and the matching engine may 
be a computational engine in the cloud . The matching engine 
may get the data directly from the secure cloud services and 
only load data from travelers that gave consent to the usage 
of their data . Further , by using the matching engine , it can 
be avoided that entities such as a verifier entity , airport entity 
and / or airline entity needs direct access to the biometric data 
of the traveler , which is stored in the secure cloud storage . 
[ 0040 ] According to embodiments , the matching engine 
may provide an authenticate access programming interface 
( API ) , wherein the authenticate API takes as input a travelers 
gallery and a picture ( image ) of a traveler , and wherein the 
authenticate API outputs the unique traveler ID of the 
traveler . Thus , identity verification's efficiency can be 
improved through face recognition software . Since 1 to N 
matching ( finding the identity of someone through his face 
in a list of identities ) loses efficiency and accuracy as N 
grows , the airport entity may build a " gallery ” ( i.e. the 
travelers gallery ) that will contain only the biometric data , in 
particular the face biometrics , of the travelers , e.g. , of the 

current day — even though many more might be registered . 
Thus , a gallery may be defined as being a list of traveler's 
biometric data . For example , a gallery might be defined as 
being a list of traveler's face biometric data . The face 
biometric of the travelers can be retrieved from the secure 
cloud storageupon consent granted by the respective 
travelers — and aggregated to create the travelers gallery . 
Then , when a traveler needs to be authenticated , his face is 
captured and sent to the matching engine . Thus , a 1 to N 
matching can be used to identify the traveler , wherein N 
represents the travelers gallery . 
[ 0041 ] According to embodiments , the matching engine 
may provide a validate access programming interface ( API ) , 
wherein the validate API takes as input the unique traveler 
ID of the traveler and a picture ( image ) of the traveler , and 
wherein the validate API outputs true or false depending on 
whether the picture ( image ) includes the same person as the 
biometric data that has been uploaded in the secure cloud 
storage by the traveler ID . If the validate API returns true , it 
may also return a signed message containing the ID of the 
traveler ( i.e. the traveler ID ) and the biometric data com 
mitment , in particular the face commitment . Thus , a 1 to 1 
matching where the ID of the traveler is given can be 
used during an identity verification ( after registration ) of the 
traveler to make sure that the traveler uploaded a correct 
picture of his face and / or other biometric data . 
[ 0042 ] According to embodiments , the identity verifica 
tion may include performing a face biometric validation , 
wherein the traveler grants the matching engine access to the 
biometric data that is stored in the secure cloud storage . A 
verifier entity checks an identity of the traveler using the 
passport that is shown by the traveler during a video call or 
during a check - in at the airport . The verifier entity addition 
ally takes a picture of the traveler during the video call or 
during the check - in at the airport . Then , the verifier entity 
can issue a validate query to the matching engine by 
providing the traveler ID and the taken picture as input for 
the validate API of the matching engine . Thus , the face 
biometric data of traveler can be efficiently checked and 
validated . 
[ 0043 ] According to embodiments , it may be provided 
that , upon the face biometric validation is completed , the 
verifier entity issues an identity validation transaction to the 
global identity blockchain . Thus , the outcome of the identity 
validation with respect to the biometric data can be effi 
ciently considered and used by other entities of the distrib 
uted ledger system without the need of performing another 
validation . 

[ 0044 ] According to embodiments , the security block 
chain may record an outcome of a pre - checking process . The 
pre - checking process may include an online check - in and a 
pre - screening of the traveler , such that the pre - checking 
process is performed and employed by an immigration 
department entity to verify that the traveler is allowed to 
travel and that the identity data of the traveler is valid . 
[ 0045 ) According to embodiments , the immigration ] department entity may issue a pre - screening transaction to 
the security blockchain in order to record the outcome of the 
pre - checking process in the security blockchain of the flight 
segment of the traveler . Thus , the result of this pre - screening 
is stored in the security blockchain by issuing a pre - screen 
ing transaction that is broadcasted into the security chain of 
the corresponding flight segment . If the pre - screening fails , 
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the traveler is not allowed to pass through any security check 
and / or checkpoint at the airport . 
[ 0046 ] According to embodiments , it may be provided that 
the immigration department entity does not have direct 
access to the traveler's passport that is stored in the secure 
cloud storage , but only a rendered image sufficient to find a 
match in the internal database of the immigration depart 
ment entity . Thus , the immigration department entity can 
read - only the traveler's identity data information in order to 
prevent sensitive data leakage . 
[ 0047 ] According to embodiments , the security block 
chain may create a list of traveler IDs of travelers traveling 
in a predetermined time period . For example , the security 
blockchain may create a list of traveler IDs of travelers 
traveling each day . The airport entity can then query this list 
from all the security blockchains they are part of in order to 
create a travelers gallery and sends it to the matching engine . 
By doing this , the gallery may be used for the face biometric 
matching , and makes the process more efficient . 
[ 0048 ] According to embodiments , the security block 
chain may record a passage of the traveler through check 
points of the airport such that the current path of the traveler 
is recorded and tracked in the airport . For example , check 
points may include check - in , baggage drop , security inspec 
tion , border control and / or boarding . Thus , it can be sup 
ported and implemented that only authorized persons ( such 
as , e.g. , travelers , pilots , airport employees ) can navigate 
freely in the airport . 
[ 0049 ] Embodiments may improve the whole process of 
identity management of travelers in an airport by combining 
three technologies : blockchain , secure cloud storage and 
state of the art biometric recognition ( fingerprint , face rec 
ognition , etc. ) . 
[ 0050 ] According to embodiments , the blockchain tech 
nology may be used in order to ensure a synchronized 
database between all the required participants / entities that 
will provide them with a consistent view of the entire 
system , as well as to track the current position of every 
passenger / traveler . The blockchain may record every time a 
passenger / traveler passes a checkpoint until the traveler 
exits the destination's airport . 
[ 0051 ] According to embodiments , the secure cloud stor 
age solution can securely store travelers ' identities and 
biometric data that third parties can access ( read - only ) after 
the travelers grant them permission to do so . 
[ 0052 ] Furthermore , according to embodiments , biomet 
rics devices can make sure that only the authorized persons 
( such as travelers , pilots , airport employees ) can navigate 
freely in the airport . Since the current path of the travelers 
is recorded and tracked , embodiments also improve the 
management of delayed and canceled flights . 
[ 0053 ] Embodiments describe a method and a distributed 
ledger system that can make a traveler's journey through 
airport security more efficient , secure , and less error prone . 
In this regard , embodiments may implement a technology 
including permissioned blockchain , smart contracts , secure 
cloud storage and face recognition as follows : 

between those participants / entities should not be available to 
external parties , embodiments may use the concept of per 
missioned blockchain . 
[ 0055 ] A permissioned blockchain is a software that runs 
between multiple allowed entities and provides a common 
view on a set of data . Since the blockchain is permissioned , 
there is an enrolment process in place , and only successfully 
enrolled entities are able to join the network ( i.e. the 
distributed ledger system ) , exchange transactions , and see 
the data on the blockchain . 
[ 0056 ] Blockchains provide an immutable history of trans 
actions , making it impossible to tamper with the data that 
they store . Since data would be available to all the partici 
pants of the distributed ledger system , the travelers ' sensi 
tive data is not stored directly in the blockchain ; instead , a 
secure cloud storage service that provides data privacy is 
used , and simply a commitment of files ' metadata is stored 
in the blockchain . 
[ 0057 ] Embodiments may leverage a blockchain architec 
ture as described in the non - patent literature of Li , A. 
Sforzin , S. Fedorov and G. O. Karame , " Towards scalable 
and private industrial blockchains ” in Proceedings of the 
ACM Workshop on Blockchain , Cryptocurrencies and Con 
tracts , 2017. This blockchain architecture provides better 
performances than any of its permission - based blockchain 
competitors in both throughput ( up to 100,000 transactions 
per second with 200 different companies ) and scalability . It 
provides support for IoT devices , providing full security for 
resource constrained devices that do not have the hardware 
required to maintain a full blockchain node . This architec 
ture also provides a higher degree of privacy thanks to a 
technology called satellite chains as may be obtained from 
the aforementioned document . Satellite chains are small , 
independent sub - chains with their own ledgers , smart con 
tracts , consensus algorithm , and participants . However , they 
are still allowed to communicate and transfer assets with 
each other if needed , while still maintaining their indepen 
dence . Concretely , a satellite chain runs its own blockchain 
and thus provides the same performances as the main chain . 
These satellite chains may be used as security blockchains 
for embodiments . 
[ 0058 ] The blockchain architecture as described in Li , A. 
Sforzin , S. Fedorov and G. O. Karame , “ Towards scalable 
and private industrial blockchains ” in Proceedings of the 
ACM Workshop on Blockchain , Cryptocurrencies and Con 
tracts , 2017 is fully compatible with the open source soft 
ware Hyperledger fabric and it provides the same smart 
contract capabilities . The open source software Hyperledger 
is described in the non - patent literature of Androulaki , A. 
Barger , V. Bortnikov , C. Cachin , K. Christidis , A. De Caro , 
D. Enyeart , C. Ferris , G. Laventman , Y. Manevich , S. 
Muralidharan , C. Murthy , B. Nguyen and M. Sethi , 
“ Hyperledger fabric : a distributed operating system for 
permissioned blockchains ” in Proceedings of the Thirteenth 
EuroSys Conference , 2018 . 

a 

2. Smart Contracts 

1. Permissioned Blockchain 

[ 0054 ] To solve the problem of database inconsistencies , 
embodiments can use a blockchain between all the main 
participants of the air travel security . Since the data shared 

[ 0059 ] A blockchain also provides smart contracts capa 
bilities . Smart contracts are pieces of software that run on 
the blockchain and provide an interface to interact with the 
data . Smart contracts are typically enforced by the nodes / 
entities of the distributed ledger system . It is not possible for 
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a single entity to bypass the rules defined by a smart 
contract , since it would require the agreement of the major 
ity of the participants . 
[ 0060 ] The main advantage of smart contracts is that they 
can automate an organization's business logic . In turn , the 
switch to automation cancels the effects of human errors and 
misunderstandings that may lead to legal disputes . A legal 
contract or a law might be subject to personal interpreta 
tions , but software is deterministic ; there is no room for 
subjective interpretations . Smart contracts can be typically 
issued by any entity in the system , but technology imple 
mented for embodiments may empower only a subset of 
entities to issue smart contracts in the distributed ledger 
system . 

3. Secure Cloud Storage 
[ 0061 ] A secure cloud storage service stores travelers ' 
identity data and travel information , such as valid passports , 
biometric information , entry VISAs , flight tickets , hotel 
bookings , and so on . Travelers are in charge of granting read 
permissions to their personal data to all third parties wishing 
to access it to complete the identity verification process . The 
data stored in the secure cloud storage is completely private 
and cannot be inspected even by the cloud services . The 
secure cloud storage solution requires the usage of multiple 
cloud storage providers , such as , e.g. , Microsoft Azure , 
AWS ( Amazon Web Services ) , and NEC Cloud . 

ACM Workshop on Blockchain , Cryptocurrencies and 
Contracts , 2017 , to separate travelers ' identity manage 
ment and airport security information sharing layers . 
The identity management layer may comprise a single 
global identity blockchain that all the system's partici 
pants join . The security information sharing layer is 
comprised of multiple , independent , blockchains in 
which entities involved in a flight route / segment share 
information about travelers traveling that route / seg 
ment in any given day . 

[ 0067 ] Combining secure cloud storage , face recogni 
tion , and blockchain technologies to securely manage 
traveler's identities . The system fetches information 
from the cloud storage , instructs the face recognition 
engines to carry out biometric matching , and reaches 
consensus over granting or denying access to travelers 
at any point in time . 

[ 0068 ] There are several ways how to design and further 
develop the teaching of the present disclosure in an advan 
tageous way . To this end it is to be referred to the claims and 
to the following explanation of further embodiments illus 
trated by the figures . 
[ 0069 ] FIG . 1 shows a schematic view illustrating an 
overview of an architecture of a method or a system in 
accordance with an embodiment . FIG . 1 illustrates a dis 
tributed ledger system 1 for supporting identity management 
of travelers in an airport . The distributed ledger system 1 
includes a " global identity chain " 2 as global identity 
blockchain and several “ per segment security chains ” 3 as 
security blockchains . Furthermore , FIG . 1 shows databases 
of entities participating in the distributed ledger system 1 . 
The entities include an airline entity 4 , an immigration 
department entity 5 and an airport entity 6. The airline entity 
4 , the immigration department entity 5 and the airport entity 
have their own databases DB . 
[ 0070 ] The global identity chain 2 is accessible by entities 
of the distributed ledger system 1. A per segment security 
chain 3 is employed for a predetermined flight segment , such 
that the security blockchain is accessible only by entities of 
the distributed ledger system network that are involved in 
the predetermined flight segment . 
[ 0071 ] An embodiment as illustrated by FIG . 1 may 
include the following components in order to form a dis 
tributed ledger system : 

4. Face Recognition 
[ 0062 ] Identity verification's efficiency can be improved 
through face recognition software . In order to achieve effi 
cient face recognition , the face biometric of each traveler is 
to be collected and stored in a database . Since 1 to N 
matching ( finding the identity of someone through his face 
in a list of identities ) loses efficiency and accuracy as N 
grows . Thus , according to embodiments the airport may 
build a “ gallery ” that will contain only the face biometrics 
of the travelers of a predetermined time period , e.g. of the 
current day , even though many more might be registered . 
According to embodiments , a gallery may be defined as 
being a list of user's face biometric . 
[ 0063 ] The matching engine is a computational engine 
with access to a database of face biometrics that provides an 
authenticate API ( Application Programming Interface ) and a 
validate API . The authenticate API takes as input a gallery 
ID and an image of a traveler and outputs the traveler ID 
( TID ) of the traveler , while the validate API takes as input 
the TID of the traveler and an image of the traveler and 
outputs true or false depending on whether it is a match or 
not . If the validate API returns true , it also returns a signed 
message containing the TID of the traveler and the face 
commitment . 
[ 0064 ] According to embodiments , the face biometrics 
may be stored on each traveler's secure cloud storage and 
the matching engine is a computational engine in the cloud . 
The matching engine may get the data directly from the 
secure cloud services and will only load data from travelers 
that gave consent to the usage of their data . 
[ 0065 ] Hence , embodiments may provide the following : 

[ 0066 ] Leveraging the concept of satellite chain as 
described in the non - patent literature of Li , A. Sforzin , 
S. Fedorov and G. O. Karame , " Towards scalable and 
private industrial blockchains ” in Proceedings of the 

1. User Application 
[ 0072 ] A user software application , deployable in mobile 
devices as traveler devices , acts as the traveler's interface to 
the distributed ledger system 1 , allowing the traveler to 
register to the system , book flights , query the status of his 
travel , and show notifications about important updates 
regarding his travel . 
[ 0073 ] Upon installation , the application generates a 
unique key pair ( sk , pk ) that from now identifies the traveler 
in the distributed ledger system 1. The unique key pair may 
be employed to generate a unique traveler ID ( TID ) for the 
traveler . The TID may be a unique character string or 
number . For example , the traveler ID ( TID ) might be 
extracted from the traveler's public key , e.g. , by hashing the 
public key and taking the first 10 bytes . 

2. Global Identity Chain 
[ 0074 ] The global identity chain 2 , or identity chain , is the 
main system's chain . Within a distributed ledger system 
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architecture based on satellite chains as described in Li , A. 
Sforzin , S. Fedorov and G. O. Karame , " Towards scalable 
and private industrial blockchains ” in Proceedings of the 
ACM Workshop on Blockchain , Cryptocurrencies and Con 
tracts , 2017 , the global identity chain can be considered the 
main blockchain . Its purpose is to record information about 
new travelers . In particular , it records in the shared ledger 
the commitment of the traveler's identity data uploaded in 
the secure cloud storage at registration time . The commit 
ment ensures that every entity accessing the traveler's data 
reads the same version of the document . Additionally , the 
global identity chain 2 stores transactions asserting the 
validity of a travelers ’ identity . 
[ 0075 ] Every actor in the distributed ledger system 1 has 
access to the global identity chain 2 , with travelers and 
external service providers ( such as , hotel chain , car rentals , 
and so on ) being light client able to query and receive 
notifications . 

ments of a traveler , and sig is the traveler's digital signature 
that provides authenticity and integrity of the previous field . 
The user app creates this transaction during the Registration 
step and broadcasts it into the global identity chain . 

< TID commitment { passport } \ sig > Passport validation transaction 
where TID is the unique Traveler ID , commitment { . . . } is 
the traveler passport's commitment , and sig is the signature 
of the verifying company ( i.e. the verifier entity ) . An identity 
verifier creates this transaction during the Identity Validation 
step and broadcasts it into the global identity chain . 

< TID , commitment { face } | validation outcome sig > Identity 
validation transaction 

} is where TID is the unique Traveler ID , commitment { . 
the traveler's face photo commitment , validation outcome is 
the signed message from the matching engine , and sig is the 
signature of the verifier . An identity verifier creates this 
transaction during the Identity Validation step and broad 
casts it into the global identity chain . 

< TID , ticket ID day ( s ) of travel sig > User consent transaction 

where TID is the unique Traveler ID , ticket ID is the newly 
bought ticket's unique ID , day ( s ) of travel is the days in 
which the traveler is traveling , and sig is the traveler's 
signature . The user app creates this transaction during the 
Ticket Purchase step and sends it off - chain to the airline 
from which the traveler bought the ticket . 

< user consent transaction extras { . . . } \ sig > Ticket registration 

2 

transaction 

3. Per Segment Security Chain 
[ 0076 ] According to the embodiment of FIG . 1 , one per 
segment security chain 3 is envisioned per flight route or 
segment . The shared ledger of a per segment security chain 
3 is used to store information related to travelers ' trips , such 
as flight tickets and the outcome of each ( security ) check 
point that any given traveler went through . 
[ 0077 ] The per segment security chain 3 can be used by 
airlines , airports , and governments so that they can effi 
ciently share information related to travelers , and the results 
of their identity checks . With this knowledge , threats could 
be efficiently prevented by keeping an eye on , or completely 
blocking , travelers whose identity checks failed at one ( or 
more ) checkpoints . 
[ 0078 ] The per segment security chain 3 also comprises an 
Access Control List ( ACL ) management smart contract that 
issues events to the secure cloud services to update the ACL 
of the traveler's file . The ACL management smart contract 
verifies that the user ( traveler ) gave consent to having his 
data processed and that the data has to be processed for the 
flight before granting read access . The secure cloud storage 
nodes have to subscribe to the ACL update of all the per 
segment security chains 3 in order to grant read access to the 
entities when required . 
[ 0079 ] As shown in FIG . 1 , the global architecture of the 
distributed ledger system 1 comprises one global identity 
blockchain 2 where all the users will be registered as well as 
one security blockchain per flight segment . The virtual 
database of the global identity chain 2 may only contain 
some part of the database of each participant and mainly 
contain commitment of data . Each entity may still keep an 
internal database containing the information it needs . 

where extras { . . . } stores additional information on the 
travel that can be required by the destination's immigration 
department , for example a visa , a receipt of a hotel in the 
foreign country , or a proof of return flight ; user consent 
transaction is the user consent transaction that the user 
application sent to the airline , and sig is the airline's digital 
signature . The airline creates this transaction during the 
Ticket Purchase step and broadcasts it into the per segment 
security chain . 

< Ticket ID TID ( pre - screening outcome sig > Pre - screening 
transaction 

where ticket ID is the newly bought ticket's unique ID , TID 
is the unique Traveler ID , pre - screening outcome reports the 
outcome of the traveler's identity pre - screening , and sig is 
the immigration's department signature . An immigration 
department creates this transaction during the Online Check 
in and Pre - screening step and broadcasts it into the per 
segment security chain . 
[ 0081 ] FIG . 2 to FIG . 7 show schematic views illustrating 
major steps of embodiments . 
[ 0082 ] FIG . 2 shows a schematic view illustrating a reg 
istration process of a traveler 7 in accordance with an 
embodiment . 

Registration 
[ 0083 ] The prospective traveler 7 has to register himself to 
the distributed ledger system in order to be able to purchase 
a flight ticket . This entails uploading his biometric data as 
well as his passport to the secure cloud storage . 
[ 0084 ] The registration process , as shown in FIG . 2 , 
begins with the traveler's user application creating a list of 
commitments for the traveler's identity data . For example , a 
commitment in this case may simply be a randomized hash . 
Subsequently , the traveler issues a registration transaction in 
the global identity chain 2 , where a smart contract records 
the commitments in the shared ledger and extracts a Traveler 

4. Transactions Format 
a [ 0080 ] Several transactions are exchanged in a distributed 

ledger system according to the embodiment of FIG . 1. For 
example , the format of the blockchain transactions 
exchanged in accordance with embodiments of the distrib 
uted ledger system , as well as the blockchain in which they 
are sent , may be listed as follows : 

< Pubkey | commitments { [ commitdocl , commitdoc2 , · 
commitdoen ] } \ sig > Registration transaction 

where Pubkey is the public key generated by the user 
application , commitments { ... } is a list of the file commit 
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ID ( TID ) from the traveler's public key ( e.g. , by hashing the 
public key and taking the first 10 bytes ) . The commitment 
ensures that every entity accessing the traveler's data reads 
the same version of the document . Finally , the traveler 7 then 
uploads the documents and face biometric data to the secure 
cloud storage , using his private key to authenticate . 

User's Consent 

[ 0085 ] The blockchain manages the access to the user's 
data in the secure cloud storage solution . The secure cloud 
storage solution is a secure cloud storage that may comprise 
one or more cloud databases 8 and is accessible via a secure 
cloud storage interface . The secure cloud storage solution 
can include the usage of multiple cloud storage providers , 
such as , e.g. , Microsoft Azure , AWS ( Amazon Web Ser 
vices ) , and NEC Cloud . The cloud service of the secure 
cloud storage provides an Access Control List ( ACL ) for 
each file that lists all the third parties that have the required 
permissions to read it . In an embodiment , all cloud services 
may have access to a blockchain client , which , upon instruc 
tion to do so from the blockchain , grants access to third 
parties to the data stored in the cloud . This process is 
expected to be mostly automatized . Upon buying a ticket , a 
traveler agrees that his information will be shared with the 
airline entity , the airport ( security ) entities , and the immi 
gration's office entities of both departure and destination 
airports for the duration of his travel . 
[ 0086 ] FIG . 3 shows a schematic view illustrating a trav 
eler's identity validation process in accordance with an 
embodiment . FIG . 4 shows a schematic view illustrating a 
traveler's face biometric verification process in accordance 
with an embodiment . 

is the passport's rightful owner and the passport stored 
in the cloud is the same as the one presented . To do so , 
check - in desk's face scanner takes a picture of the 
traveler's face and issues a validation query to the 
matching engine together with the traveler's TID and 
the picture just taken . If the face matching engine is 
unable to find a match , but the check - in desk deter 
mines that the traveler is the rightful owner of the 
passport , the latter uploads a new picture for the 
traveler on the secure cloud storage and requests the 
user application of the traveler to update the commit 
ment . 

[ 0092 ] Once the verification is successfully completed , the 
verifier entity 9 issues an identity validation transaction in 
the global identity blockchain . A smart contract checks the 
signatures and ascertains that the verifier entity 9 was an 
authorized verifier before recording the face biometric data 
commitment in the shared ledger . 
[ 0093 ] In both cases ( passport and face biometric data ) the 
verifying entity 9 is liable for the verification process , since 
unforgeable signature are used by an embodiment . The 
validation step may be one - time - only : the traveler 7 will not 
have to go through this validation step in future travels . 
[ 0094 ] Further , it is noted that it may be possible to define 
stricter security requirements via the identity chain smart 
contract , such as requiring that at least two ( or more ) 
independent entities perform the identity validation process . 
[ 0095 ] FIG . 5 shows a schematic view illustrating a ticket 
purchase process in accordance with an embodiment . a 

Ticket Purchase 

Identity Validation 
[ 0087 ] The registration process guarantees only that the 
new user ( traveler 7 ) is registered to the system . To confirm 
the registration and allow the traveler 7 to use and take full 
advantage of the distributed ledger system , the identity data 
that were uploaded at registration time must be validated , as 
exemplarily illustrated in FIG . 3 and FIG . 4 . 
[ 0088 ] An online verifier entity 9 asynchronously vali 
dates the traveler's passport . The verifying company checks 
the authenticity and validity of the document . If the valida 
tion succeeds , the verifier entity 9 issues a passport valida 
tion transaction to the global identity chain 2. In order to 
prevent sensitive data leakage , the verifier entity 9 does not 
download the document ; it only sees an image of it . 
[ 0089 ] The validation of the face biometric can be done 
through a video call or at check - in in the airport . 

[ 0090 ] In the case of validation via video call , the 
traveler 7 has to do a short video call in during which 
he shows his passport to validate his identity . To verify 
the face biometric data , the verifier entity 9 issues a 
validate query ( “ Request matching ” ) to the matching 
engine 10 by providing the traveler's TID and a picture 
taken during the live call as the query's arguments . If 
the matching engine is unable to find a match , the 
validation fails and is stopped . Otherwise , the valida 
tion is successful and the traveler's face biometric data 
is linked to his TID . 

[ 0091 ] In case of validation during a check - in at the 
airport , the traveler has to present his passport at a 
check - in desk where the airline verifies that the traveler 

[ 0096 ] The user application of the traveler 7 allows for 
purchasing flight tickets issued by airline entities that are 
part of the distributed ledger system , as exemplary illus 
trated in FIG . 5 . 
[ 0097 ] Once the traveler 7 books a flight via a traveler 
device , the user application asks for the traveler's consent to 
have his data stored in the secure cloud storage accessed by 
third parties . Upon agreement , the user application sends 
( off - chain ) a user consent transaction ( “ User consent Tx ” ) to 
the appropriate airline entity 4. The traveler's consent to 
access his data is valid for the duration of his travel . Since 
the traveler 7 signs it , the transaction acts as a proof that the 
traveler 7 indeed granted access to his data for the duration 
of his travel . 
[ 0098 ] The airline entity 4 then uploads the ticket to the 
secure cloud storage solution , i.e. to the secure cloud stor 
age , and issues a ticket registration transaction in the cor 
responding per segment security chain 3 that registers the 
newly bought ticket . 
[ 0099 ] FIG . 6 shows a schematic view illustrating an 
online check - in and pre - screening process in accordance 
with an embodiment . 

Pre - checking : Online Check - in and Pre - screening 
[ 0100 ] As in current flight systems , the traveler 7 has the 
option of doing an online check - in . In the context of 
embodiments , the online check - in is used as an opportunity 
to do an early validation of the traveler's identity , as 
exemplary illustrated in FIG . 6. Indeed , both departure and 
arrival immigration department entities 5 use the online 
check - in step to verify that the traveler 7 is allowed to travel 
and that all the identity documents are in order . 
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[ 0101 ] During the immigration pre - screening , the immi 
gration department entities 5 do not have direct access to the 
traveler's passport , but only to a rendered image sufficient 
for them to find a match in their internal databases . The 
result of this pre - screening is stored in the per segment 
security chain 3 by issuing a pre - screening transaction that 
is broadcasted into the per segment security chain 3 of the 
flight . If the pre - screening fails , the traveler 7 is not allowed 
to pass through any security check at the airport . 
[ 0102 ] FIG . 7 shows a schematic view illustrating a cre 
ation of a travelers gallery in accordance with an embodi 
ment . 

Travelers Gallery 

a 

[ 0103 ] Every day , the per segment security chains 3 may 
update the ACL of the secure cloud storage to grant read 
access to biometric identity data of all the day's travelers to 
the matching engine . The airport entity 6 then creates a 
travelers gallery by aggregating the TID of all the travelers 
that are boarding a flight on that day , as exemplary illus 
trated in FIG . 7 . 
[ 0104 ] The travelers gallery is then sent to the airport's 
matching engine 10 ( in the cloud ) , who , in turn , will query 
the secure cloud storage to retrieve the face biometric data 
of every user to be stored in a local database . The resulting 
subset of face biometric data is used by the matching engine 
to create a data set to carry out face recognition more 
efficiently , because the matching algorithm is run in a 
relatively small set of data when compared to set of face 
biometric data of all travelers / users . Furthermore , to reduce 
the amount of data accessed by the matching engine 10 and 
thus reducing the risk of sensitive data leaks in case of 
access of the local database by an unauthorized party , this 
data set is wiped after a predetermined period of time , e.g. 
at the end of each day . 
[ 0105 ] FIG . 8 shows a schematic view illustrating an 
overview of an architecture of a method or a distributed 
ledger system in accordance with an embodiment , wherein 
the interactions within the network / system are indicated . 
The workflow of the embodiment of FIG . 8 may be as 
follows : 
[ 0106 ] Airline entities 4 and travelers 7 cooperate to speed 
up the travelers ' journey through the airport . A software user 
application acts as an interface to the distributed ledger 
system , allowing travelers 7 to buy tickets , and upload and 
verify their identity data such as their passports and biomet 
ric data . A pre - registration process allows for an early 
screening of the traveler's identity , and gifts the traveler a 
more streamlined airport experience , while also giving air 
lines and governments a preliminary assurance that the 
traveler is allowed to travel and is not dangerous to others . 
Every step may result in a corresponding transaction in the 
per segment security chain to faithfully record its outcome 
in an immutable entry . In the embodiment FIG . 8 , a traveler 
installs a software application on his smartphone that may 
handle most of the interactions with the various third parties , 
as well as with the secure cloud storage . 
[ 0107 ] The interactions performed by the embodiment of 
FIG . 8 may be formed to a coherent workflow that clearly 
outlines a traveler's journey through a distributed ledger 
system . Thus , an exemplified workflow might be described 
as follows : 

[ 0108 ] 1. The traveler installs the application and reg 
isters to the distributed ledger system . 

[ 0109 ] 2. The traveler uses the application to find a 
suitable flight and buy a ticket . 

[ 0110 ] 3. The traveler uploads his passport as well as a 
picture of his face , and stores a commitment of the 
documents on the global identity chain . 

[ 0111 ] 4. The traveler does an identity verification with 
a verifier entity . The outcome will be registered on the 
global identity chain . 

[ 0112 ] 5. Before the departure of the plane , the traveler 
can optionally perform a pre - checking that includes an 
online check - in and a pre - screening . 

[ 0113 ] 6. The per segment security chain issues an ACL 
update to the secure cloud storage to grant access to the 
matching engine 10 to all the travelers of the day . 

[ 0114 ] 7. The airport creates a travelers gallery with 
information about travelers that are boarding a flight on 
that day and sends it to the matching engine 10 , so that 
it can create a face biometric data set over which run 
the face matching algorithm . 

[ 0115 ] 8. Upon arrival at the airport , if the face biomet 
ric of the traveler has not been validated yet , the 
traveler has to go to the check - in desk and has to do an 
identity validation before being able to proceed . 

[ 0116 ] 9. At each checkpoint , image capturing hardware 
takes a picture of the traveler's face and sends it to the 
matching engine 10 for authentication . For example as 
follows : 
[ 0117 ] a . The automatic baggage drop takes a picture 
of the traveler's face in order to detect if he is a 
legitimate traveler ; if so , he can drop his baggage . 
The baggage tag is printed automatically . 

[ 0118 ] b . At the security checkpoint , the traveler's 
face is captured again in order to confirm his identity . 
The traveler does not have to show his passport and 
his flight ticket . The traveler is given security clear 
ance if he passes the luggage check . 

[ 0119 ] c . If the traveler wants to use an airline lounge , 
another face matching is done to establish if he can 
access the lounge for free , if he has to pay for the 
entry , or if he is not allowed access at all . 

[ 0120 ) d . Upon boarding , the face recognition algo 
rithm is executed one last time to verify the traveler's 
identity . Since the list of travelers boarding the plane 
is known in advance , the airline can use the identify 
API of the matching engine 10 with an additional 
filter on the group from which travelers have to be 
identified . Only corr orrectly identified travelers will be 
allowed to board . 

( 0121 ] In all the above steps , if the matching engine 10 
cannot identify the traveler , he will not be able to proceed , 
as it means the traveler was not registered on a flight of the 
current day . 

[ 0122 ] 10. Upon landing and exiting the plane at the 
destination airport , the traveler is automatically iden 
tified as the arrival airport is a member the security 
chain too , and therefore has access to all the informa 
tion required to identify him . To do so , the airport 
forwards a travelers gallery ( see step 7 ) to the matching 
engine 10 containing the TID of all the travelers 
landing at the airport . Further , it is noted that the airport 
entity does not have access to the face biometric data 
uploaded to the secure cloud storage , as only the 
matching engine 10 is authorized to access it . 
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[ 0123 ] 11. The traveler proceeds to immigration ( if 
required ) , where the matching engine verifies his iden 
tity . Since the immigration already preprocessed most 
of the data about the traveler , this step should be quick . 
In case the matching engine 10 fails to identify a 
traveler , the traveler still needs to show a valid passport 
to the authorities . 

[ 0124 ] Embodiments of the disclosure , which may imple 
ment one or more of the above steps in different combina 
tions , enhance and optimize airport security . Indeed , 
embodiments allow the different institutions that partake in 
the air travel security to share identity validation data to 
increase efficiency and security . Furthermore , it is noted that 
the aforementioned steps are compliant with data privacy 
laws as the traveler is always asked for consent before access 
to his data is granted to third parties and , as data never leaves 
the cloud , is always in control of his data . 
[ 0125 ] While subject matter of the present disclosure has 
been illustrated and described in detail in the drawings and 
foregoing description , such illustration and description are 
to be considered illustrative or exemplary and not restrictive . 
Any statement made herein characterizing the invention is 
also to be considered illustrative or exemplary and not 
restrictive as the invention is defined by the claims . It will 
be understood that changes and modifications may be made , 
by those of ordinary skill in the art , within the scope of the 
following claims , which may include any combination of 
features from different embodiments described above . 
[ 0126 ] The terms used in the claims should be construed 
to have the broadest reasonable interpretation consistent 
with the foregoing description . For example , the use of the 
article “ a ” or “ the ” in introducing an element should not be 
interpreted as being exclusive of a plurality of elements . 
Likewise , the recitation of “ or ” should be interpreted as 
being inclusive , such that the recitation of “ A or B ” is not 
exclusive of “ A and B , ” unless it is clear from the context or 
the foregoing description that only one of A and B is 
intended . Further , the recitation of “ at least one of A , B and 
C ” should be interpreted as one or more of a group of 
elements consisting of A , B and C , and should not be 
interpreted as requiring at least one of each of the listed 
elements A , B and C , regardless of whether A , B and C are 
related as categories or otherwise . Moreover , the recitation 
of " A , B and / or C ” or “ at least one of A , B or C ” should be 
interpreted as including any singular entity from the listed 
elements , e.g. , A , any subset from the listed elements , e.g. , 
A and B , or the entire list of elements A , B and C. 

recording the commitment in the global identity block 
chain , 

receiving , by the global identity blockchain , a result of an 
identity verification with respect to the traveler from a 
verifier entity , 

recording the result in the global identity blockchain , 
receiving , by the respective security blockchain , a ticket 

registration transaction issued by an airline entity , 
wherein the ticket registration transaction comprises a 
unique traveler ID of the traveler , and 

issuing , by the respective security blockchain , an access 
control list update upon reception of consent by the 
traveler in order to allow one or more entities to have 
access to the identity data of the traveler stored in the 
secure cloud storage . 

2. The method according to claim 1 , wherein the identity 
data of the traveler comprises a passport of the traveler and 
biometric data of the traveler . 

3. The method according to claim 2 , wherein the identity 
verification includes performing a passport validation , 
wherein the traveler grants a verifier entity access to the 
passport of the traveler that is stored in the secure cloud 
storage , wherein the verifier entity checks authenticity and 
validity of the passport of the traveler , and wherein the 
verifier entity issues a passport validation transaction to the 
global identity blockchain , in response to a successful the 
passport validation . 

4. The method according to claim 1 , wherein a matching 
engine is provided , wherein the matching engine has access 
to biometric data of travelers that is stored in the secure 
cloud storage , wherein the matching engine is configured to 
carry out biometric matching upon request by an entity of 
the distributed ledger system . 

5. The method according to claim 4 , wherein the matching 
engine provides an authenticate application programming 
interface ( API ) , wherein the authenticate API is configured 
to receive , as input , a travelers gallery and a picture of a 
traveler , and wherein the authenticate API is configured to 
output the unique traveler ID of the traveler . 

6. The method according to claim 4 , wherein the matching 
engine provides a validate application programming inter 
face ( API ) , wherein the validate API takes as input the 
unique traveler ID of the traveler and a picture of the 
traveler , and wherein the validate API outputs true or false 
depending on whether the picture includes the same person 
as the biometric data that has been uploaded in the secure 
cloud storage by the unique traveler ID . 

7. The method according to claim 6 , wherein the identity 
verification includes performing a face biometric validation , 
wherein the traveler grants the matching engine access to the 
biometric data that is stored in the secure cloud storage , 
wherein a verifier entity checks an identity of the traveler 
using the passport that is shown by the traveler during a 
video call or during a check - in at the airport , wherein the 
verifier entity additionally takes a picture of the traveler 
during the video call or during the check - in at the airport , 
and wherein the verifier entity issues a validate query to the 
matching engine by providing the traveler ID and the taken 
picture as input for the validate API of the matching engine . 

> 

1. A method for supporting identity management of trav 
elers in an airport using a distributed ledger system , the 
distributed ledger system including a global identity block 
chain and several security blockchains , the global identity 
blockchain being accessible by entities of the distributed 
ledger system , and a respective security blockchain of the 
several security blockchains being employed for a predeter 
mined flight segment , the respective security blockchain 
being accessible only by entities of the distributed ledger 
system that are involved in the predetermined flight seg 
ment , the method comprising : 

receiving , by the global identity blockchain , a registration 
request from a traveler via a traveler device , wherein 
the registration request includes a commitment for 
identity data that is uploaded by the traveler in a secure 
cloud storage , 

a 
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8. The method according to claim 7 , wherein , upon 
completion of the face biometric validation , the verifier 
entity issues an identity validation transaction to the global 
identity blockchain . 

9. The method according to claim 1 further comprising : 
recording , by the respective security blockchain , an out 
come of a pre - checking process , wherein the pre 
checking process includes an online check - in and a 
pre - screening of the traveler , wherein the pre - checking 
process is performed / used by an immigration depart 
ment entity to verify that the traveler is allowed to 
travel and that the identity data of the traveler is valid . 

10. The method according to claim 9 , wherein the immi gration department entity issues a pre - screening transaction 
to the respective security blockchain in order to record the 
outcome of the pre - checking process in the security block 
chain of the flight segment of the traveler . 

11. The method according to claim 9 , wherein the immi 
gration department entity does not have direct access to the 
traveler's passport that is stored in the secure cloud storage , 
wherein the immigration department entity only has access 
to a rendered image of the traveler's passport sufficient to 
find a match in the internal database of the immigration 
department entity . 

12. The method according to claim 1 , wherein the method 
further comprising creating , by the respective security 
blockchain , a list of traveler IDs of travelers traveling in a 
predetermined time period . 

13. The method according to claim 1 , further comprising 
recording , by the security blockchain , a passage of the 
traveler through checkpoints of the airport . 

14. A distributed ledger system for supporting identity 
management of travelers in an airport , the distributed ledger 
system comprising : 

several entities interconnected via blockchain technology ; 
a global identity blockchain ; and 
several security blockchains , 
wherein the global identity blockchain is configured to be 

accessible by the several entities of the distributed 
ledger system , 

wherein a respective security blockchain of the several 
security blockchains is configured to be employed for 
a predetermined flight segment , the respective security 
blockchain being accessible only to entities of the 
distributed ledger system that are involved in the pre 
determined flight segment , 

wherein the global identity blockchain is further config 
ured to receive a registration request from a traveler via 
a traveler device , the registration request includes 
including a commitment for identity data that is 
uploaded by the traveler in a secure cloud storage , the 
commitment being recorded in the global identity 
blockchain , 

wherein the global identity blockchain is further config 
ured to receive a result of an identity verification with 
respect to the traveler from a verifier entity , the result 
being recorded in the global identity blockchain , 

wherein the respective security blockchain is configured 
to receive a ticket registration transaction issued by an 
airline entity , wherein the ticket registration transaction 
comprises a unique traveler ID of the traveler , and 

wherein the respective security blockchain is configured 
to issue an access control list update upon reception of 
consent by the traveler in order to allow one or more 
entities to have access to the identity data of the traveler 
stored in the secure cloud storage . 

a 

a 


